
JOB DESCRIPTION

	JOB DETAILS 

	Job Title 
	Security Co-Ordinator

	Reports to 
	Deputy Security Manager

	Band 
	4

	Department/Directorate 
	Security/ Estates & Facilities Management (EFM)



	[bookmark: _GoBack]JOB PURPOSE 

	· To support the security manager and deputy manager in the provision of all governance processes and ensure full compliance when disclosing CCTV and body worn camera evidence.
· In conjunction with the Security Team Leaders, supporting the administration of all aspects of the sickness management function including policy implementation, documentation, operational guidance, compliance requirements and record keeping.
· To provide a full administrative service to support the departments legal and mandatory obligations 
· To oversee the daily monitoring of CCTV operations, in liaison with the operational security officers.


	KEY RESULT AREAS/PRINCIPAL DUTIES AND RESPONSIBILITIES

	· Monitoring CCTV and assisting in the co-ordination of a security response. 
· Manage the disclosure of CCTV and Body Worn Camera imagery in line with legislation and guidance.
· Support the team leaders and the Deputy Security Manager with the administrative requirements of the team. 
· Be the first point of contact for people attending the CCTV room including attending police officers requesting evidence. 
· Assist in the management of Datix Incident Reports, obtaining and updating information on the Datix system


	KEY WORKING RELATIONSHIPS 

	Areas of Responsibility: 

The post holder is required to deal effectively with staff of all levels throughout the Trust as and when they encounter on a day to day basis 
In addition the post holder will deal with the wider healthcare community, external organisations and the public. 
This will include verbal, written and electronic media.

Of particular importance are working relationships with: 
	Internal to the Trust 
	External to the Trust 

	· Security Manager
	· Police

	· Deputy Security Manager
	· External Insurance Companies

	· Information Governance Manager
	

	· Estates Team
· Site Management Team
· Security Team Leaders
· Operational Security Officers
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	FREEDOM TO ACT 

	· To be guided by Trust policies and Standard Operating Procedures, work is managed rather than supervised. 
· Prioritise own managed workload and ensure key performance indicators and service level agreements are met.
· Act as the first point of contact for general advice and queries and escalate to the appropriate team member as required. 


	COMMUNICATION/RELATIONSHIP SKILLS 

	· To communicate with employees with the use of tact, diplomacy and empathy in situations that could be complex, sensitive or contentious and in some cases, there may be a barrier to understanding.
· To liaise and assist in the production of warning letters. 
· Communicate with the police, insurance companies and others over disclosure requests.


	ANALYTICAL/JUDGEMENTAL SKILLS

	· The post holder will have the ability to analyse a range of facts in relation to incidents and the disclosure of evidence in line with GDPR, DPA and Trust Information Governance policies. 
· Deal with sensitive information in an appropriate way, taking into consideration the GDPR and Trust policies and procedures.


	PLANNING/ORGANISATIONAL SKILLS

	· Organise own day to day activities/workload and provide support to the Security Team. 
· Plan the disclosure of CCTV and body worn camera evidence ensuring that they are completed within an acceptable timescale considering work patterns of staff and managers.
· To ensure that any documentation required is completed within the defined timescales.
· To support the Security Team in maintaining rosters, accurate documentation, accurate record keeping and entering information on the Health Roster system.


	PATIENT/CLIENT CARE 

	· Incidental contact with patients.


	POLICY/SERVICE DEVELOPMENT 

	· Implements policies for own work areas and proposes changes to working practices or procedures for own work area. 
· Support the development and maintenance of access logs for the CCTV control room.
· Ensure that accurate record keeping for disclosure of imagery is maintained in line with legal requirements. 
· Deliver a customer focused and user-friendly service which provides accurate, timely, professional support to the team and the wider organisation who use the security services maximising the use of appropriate technology and resources in response to change in service requirements.
· Support the team by ensuring that Trust policies relevant to the role, including new and revised policies, are implemented and followed. 
· Contribute to Trust objectives by commenting on policies and procedures which impact across the organisation (e.g. CCTV Policy).


	FINANCIAL/PHYSICAL RESOURCES 

	· To have a personal duty of care in relation to equipment and resources used within the function.
· Responsible for the purchase of assets and supplies required for the department. 


	HUMAN RESOURCES 

	· Required to work with managers to resolve queries within their level of knowledge and experience, taking advice from the management team as required.
· Act as a point of contact for general security queries and ensure responses are received from the correct team member. 
· Attend meetings as designated to provide information about CCTV and BWC. 
· Ensure the security team are trained and updated on CCTV and Body Warn Camera use and their responsibilities in line with information governance requirements. 


	INFORMATION RESOURCES 

	· Responsible for handling and ensuring that internal databases and systems are maintained and updated regularly to enable ongoing monitoring of activity so that problems and undue delays can be identified and action taken.
· Responsible for delivering accurate and timely disclosure of imagery, CCTV monitoring and reporting system problems.
· Support the use of Health Roster.  Ensuring effective usage, data accuracy and general maintenance and upgrades.
· Provision of information to address FOI requests.
· Oversee the administration of the shared email boxes and shared drives. 
· Assist in the administration of Datix Incident Reports, obtaining and updating information on the Datix system. Input essential data on security systems and police responses escalating as appropriate. 
· Maintain a maintenance schedule for radios, body worn cameras, CCTV.


	RESEARCH AND DEVELOPMENT 

	· To complete audits and survey’s as and when required, necessary to own work. 


	PHYSICAL SKILLS

	· Advanced keyboard skills required.
· To regularly use a range of IT packages to fulfil job requirements.  These include advanced knowledge of rostering systems, maintaining Excel spreadsheets, using Word to compile letters and templates.
· To regularly use the CCTV system and body warn camera software the monitor, record and disclose evidence. 


	PHYSICAL EFFORT

	· There is a frequent requirement for sitting or standing in a restricted position for a substantial proportion of the working time.

	MENTAL EFFORT

	· Frequent periods of monitoring and analysing CCTV and body warn camera images to track individuals and identify evidence.
· Occasional requirement for concentration where the work pattern is unpredictable.


	EMOTIONAL EFFORT

	· Indirect exposure to images of physical assaults, violent behaviour and restraints which can be distressing. 


	WORKING CONDITIONS

	· CCTV room can get warm and has no windows or external light.
· Requirement to use computer equipment and CCTV monitors continuously during the day. 


	OTHER RESPONSIBILITIES 

	Take part in regular performance appraisal.

Undertake any training required in order to maintain competency including mandatory training, e.g. Manual Handling

Contribute to and work within a safe working environment 

You are expected to comply with Trust Infection Control Policies and conduct him/herself at all times in
Such a manor as to minimise the risk of healthcare associated infection

As an employee of the Trust, it is a contractual duty that you abide by any relevant code of professional conduct and/or practice applicable to you.  A breach of this requirement may result in action being taken against you (in accordance with the Trust’s disciplinary policy) up to and including dismissal.

You must also take responsibility for your workplace health and wellbeing:
· When required, gain support from Occupational Health, Human Resources or other sources.
· Familiarise yourself with the health and wellbeing support available from policies and/or Occupational Health.
· Follow the Trust’s health and wellbeing vision of healthy body, healthy mind, healthy you. 
· Undertake a Display Screen Equipment assessment (DES) if appropriate to role.



	DISCLOSURE AND BARRING SERVICE CHECKS – delete section if not applicable

	This post has been identified as involving access to vulnerable adults and/or children and in line with Trust policy successful applicants will be required to undertake a Disclosure & Barring Service Disclosure Check.

	GENERAL 

	This is a description of the job as it is now.  We periodically examine employees' job descriptions and update them to ensure that they reflect the job as it is then being performed, or to incorporate any changes being proposed.  This procedure is conducted by the manager in consultation with the jobholder.  You will, therefore, be expected to participate fully in such discussions.   We aim to reach agreement on reasonable changes, but if agreement is not possible, we reserve the right to insist on changes to your job description after consultation with you.

Everyone within the Trust has a responsibility for, and is committed to, safeguarding and promoting the welfare of vulnerable adults, children and young people and for ensuring that they are protected from harm, ensuring that the Trusts Child Protection and Safeguarding Adult policies and procedures are promoted and adhered to by all members of staff. 

Northern Devon Healthcare NHS Trust and the Royal Devon and Exeter NHS Foundation Trust continue to develop our long standing partnership with a view to becoming a single integrated organisation across Eastern and Northern Devon. Working together gives us the opportunity to offer unique and varied careers across our services combining the RD&E’s track record of excellence in research, teaching and links to the university with NDHT’s innovation and adaptability.
This is 




PERSON SPECIFICATION

	Job Title
	Security Co-Ordinator 




	Requirements
	Essential
	Desirable

	QUALIFICATION/ SPECIAL TRAINING
NVQ level 4 in Business and Administration/HND or equivalent qualification or experience of relevant work procedures and additional short courses to equivalent level of knowledge

	
E
	

	KNOWLEDGE/SKILLS
Extensive knowledge of all relevant administrative processes.
Ability and knowledge of dealing with non-routine tasks, such as problem solving, answering queries and developing processes and procedures.
Ability to assimilate, analyse and interpret information and to summarise key issues clearly and concisely.
Ability to communicate verbally and in writing in a manner which is clear, fluent, persuasive, non-judgemental and which enhances professional credibility.
Evidence of ability to act as a role model for staff and advocate best practice across the organisation which promotes equality, fairness, dignity and respect and embraces diversity.
Able to plan and manage a demanding workload with competing priorities.
Good IT skills in to include Word, Excel, PowerPoint, HR databases.
Able to work to tight deadlines and pay attention to detail.
Ability to work without direct supervision and as part of a team.
	
E
E

E

E


E


E
E
E
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	EXPERIENCE 
Significant practical experience of working with administration processes.
Experience of recruitment and absence management in a large, complex organisation.
Experience of preparing, analysing and presenting information reports.
Experience of working in partnership with stakeholders towards shared goals.
Experience in promoting equality and diversity.

	
E





E
	

D


D
D

	PERSONAL ATTRIBUTES 
Demonstrates commitment to and enthusiasm for ongoing personal development.
Demonstrates on going resilience and the highest levels of integrity and professionalism.
A strong communicator who can build relationships across all levels and has the ability to influence.
Ability to constructively challenge, fairly and sensitively.
Actively participate in a team working environment and motivate others.
Team member with a mature and flexible approach to work, willing to adapt to regularly changing situations.
	
E

E
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	OTHER REQUIREMENTS 
Demonstrates commitment to and enthusiasm for ongoing personal development.
Demonstrates on going resilience and the highest levels of integrity and professionalism.
A strong communicator who can build relationships across all levels and has the ability to influence.
Ability to constructively challenge, fairly and sensitively.
Actively participate in a team working environment and motivate others.
Team member with a mature and flexible approach to work, willing to adapt to regularly changing situations.
	
E

E

E

E
E
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	FREQUENCY

(Rare/ Occasional/ Moderate/ Frequent)

	WORKING CONDITIONS/HAZARDS
	R
	O
	M
	F

	

	Hazards/ Risks requiring Immunisation Screening
	
	
	
	

	Laboratory specimens
	N
	
	
	
	

	Contact with patients
	N
	
	
	
	

	Exposure Prone Procedures
	N
	
	
	
	

	Blood/body fluids
	N
	
	
	
	

	Laboratory specimens
	N
	
	
	
	

	

	Hazard/Risks requiring Respiratory Health Surveillance
	
	
	
	
	

	

	Solvents (e.g. toluene, xylene, white spirit, acetone, formaldehyde and ethyl acetate)
	N
	
	
	
	

	Respiratory sensitisers (e.g. isocyanates)
	N
	
	
	
	

	Chlorine based cleaning solutions 
(e.g. Chlorclean, Actichlor, Tristel)
	N
	
	
	
	

	Animals
	N
	
	
	
	

	Cytotoxic drugs
	N
	
	
	
	

	
	
	
	
	

	Risks requiring Other Health Surveillance
	
	
	
	

	Radiation (>6mSv)
	N
	
	
	
	

	Laser (Class 3R, 3B, 4)
	N
	
	
	
	

	Dusty environment (>4mg/m3)
	N
	
	
	
	

	Noise (over 80dBA)
	N
	
	
	
	

	Hand held vibration tools (=>2.5 m/s2)
	N
	
	
	
	

	

	Other General Hazards/ Risks
	
	
	
	

	VDU use ( > 1 hour daily)
	Y
	
	
	
	X

	Heavy manual handling (>10kg)
	N
	
	
	
	

	Driving
	N
	
	
	
	

	Food handling
	N
	
	
	
	

	Night working
	N
	
	
	
	

	Electrical work
	N
	
	
	
	

	Physical Effort 
	Y
	
	X
	
	

	Mental Effort 
	Y
	
	
	
	X

	Emotional Effort 
	Y
	
	X
	
	

	Working in isolation
	N
	
	
	
	

	Challenging behaviour
	Y
	
	X 
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